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Chairman’s Report

W   in the media about scams in their various guises. Crooks use clever
schemes to defraud millions of people every year. They often combine sophisticated

technology with age-old tricks to get people to send money or give out personal information.
They add new twists to old schemes and pressure people to make important decisions on the
spot. So, why don’t we make 2017 the year not to be scammed? To that end, this issue of the
Newsletter is packed with advice and information to protect you from being scammed.

In addition, the guest speaker at our annual NHW Annual General Meeting this year will be
Mr Jake Moore from the Dorset Police Cyber Crime Prevention Unit. His talk will open up the
dark world of the scammers and is a ‘must-see’ event for all NHW members. I invite all our
members to attend the AGM at St. Mark’s Church Hall, New Road, West Parley at 7.30pm on
Tuesday 18 April 2016. And there will be tea and cakes!

There has been a growth in financial fraud, many from emails or telephone calls. Genuine-
seeming emails may be linked to copycat websites that look like authentic websites. Many scams
offer financial investments with high returns. You might be asked to send money in advance,
with claims that “This is a one and only offer, sign up today”. We need to think first: seek advice
or consult family or friends. Offers that sound too good to be true are dangerous.

Recent press coverage has reported a ‘Suckers List’, complied by National Trading Standards
of some 500,000 known victims of scams, many involving fake competitions and lotteries.
Professor Keith Brown of Bournemouth University, who conducts research into scams for the
Chartered Trading Standards Institute, has identified loneliness and isolation as key factors in
vulnerability to scamming. His research reveals that two in three victims have lost money more
than once. The average victim is aged 74, living alone and has lost £1,184 to scammers. He said,
“but the sad truth is that many would rather be scammed and have contact with the outside world
than have nothing at all”.

While the cyber experts work to counter these criminals, we have a role within our communities
to help ease the isolation of those who cannot easily find human contact in their everyday lives.
That is what our NHW members do every day, keeping an eye open for others, being good
neighbours.

Please stay safe and take care.
David Ayres, NHW Chairman

9.00am-12.30pm9.00am-12.30pm

We also repair your
existing windows



2

THE FRAUD ISSUE - ALL ABOUT SCAMS
Scams are schemes to con you out of your money. They can arrive
by post, phone call, text message or email or a scammer may turn
up at your home.

Financial scams are ways of getting hold of your bank details to
steal money from your account. Some financial scams persuade you
to invest in bogus deals involving shares or other investments.

Here are some of the most common financial scams so you can
avoid getting caught out:
Advanced Fee Scams

Advanced fee scams trick you into paying money upfront with
the promise of receiving goods, services, or money later on. But
none of these things ever arrive.

Some examples are:
� offering you huge fees in exchange for 'helping' someone

transfer money out of a country that’s in trouble
� asking you to pay upfront fees for loans or credit cards that

you don’t receive
� a buyer sending a cheque for something you’re selling, for

more than the agreed price. You’re then asked to return the
difference in the price. The cheque bounces and you lose
your money.

Phishing
You receive an email that looks like it comes from a bank or

credit card company asking for details of your account. These
scams are designed to steal your money or personal identity.
Vishing

You receive a phone call from someone you think is from a bank
or building society, fraud investigation team or the police. They
try to get financial information from you such as your credit or
debit card details (including PIN), bank account details and your
full name, date of birth or address.

This information is then used by the scammer to gain access to
your finances or to get you to make payments into the scammer's
account.
Identity Fraud

A scammer gets hold of your personal details and pretends to
be you to get money, goods or services without your knowledge
or agreement.
Fund Transfer Scams

You receive an email, letter or phone call asking you to receive
a payment into your bank account. You’re asked to take this
payment out in cash and send the money abroad using a money
transfer service or similar method of transfer. In return, you’re
promised commission. You may never receive the commission.
Even if you do receive a small payment, you’re probably being used
by criminals to launder money. You could be committing a serious
criminal offence – as well as giving criminals details of your bank
account.

Fake Websites
Some sites look like the websites of banks or internet auction

sites but are fake sites set up to steal your money or personal identity.
Scam ticket websites claim to be able to sell you tickets for

popular events but, after you've paid, the tickets never arrive and
your calls and emails aren't answered.

There are also copycat websites that look like the websites of
well-known brands but which sell fake goods. These are often poor
quality or even dangerous.
Investment Opportunities

You may be contacted out of the blue and asked to buy shares
in a company you’ve never heard of. Or you could be invited to
invest in gemstones or fine wines that are ‘guaranteed’ to rocket
in price.

You might have heard of ‘boiler room scams’ – just jargon for a
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Chartered Management Accountants
2 Princes Court, Princes Road

Ferndown, BH22 9JG

Specialists in serving the needs of small
and medium sized business

For an accountant to work with you, call

01202 877750

BBS
ACCOUNTANTS

type of investment fraud. Share scams are often called boiler room
scams because they are run from 'boiler rooms' where scammers
cold-call investors. If you buy these shares you may find that the
companies don't exist or that the shares are worthless. You should
never buy shares from firms that aren't authorised by the Financial
Conduct Authority (the FCA).

If you do buy shares from an unauthorised trader you won't be
entitled to any compensation if things go wrong.

If you invest in something like gem stones or fine wines, you
may find that you have bought something overpriced and difficult
to sell on.
Next Steps
� The FCA can help you check whether a firm selling shares is

authorised.
� Get some tips to avoid online scams
� Get some tips to avoid other scams

Where to find more useful information
� Action Fraud A-Z of scams: www.actionfraud.police.uk
� Bank safe online: www.banksafeonline.org.uk
� Financial Fraud Action:  www.financialfraudaction.org.uk
� For the latest on financial scams see the Financial Conduct

Authority: www.fca.org.uk
� Which? provides regular updates on current scams and how

to avoid them.

A Note of Advice from Dorset Police
Fraud, trickery, lies and deception can have a devastating impact

on those affected.
Knowledge is the best defence when it comes to fraud. The more

you know about the most recent or common techniques fraudsters
are using to defraud victims, the less likely you are to fall into the
trap.

Dorset Police have a new web page that keeps up to date with
the latest frauds affecting the county:

www.dorset.police.uk and follow the link to
 Dorset Fraud Alerts.

Recent Alerts on Prevalent Scams
Dorset Police issue frequent alerts on prevalent scams in the county.
Recent examples include the following:
Fraud at Amazon

Action Fraud Dorset has received several reports from victims
who have been sent convincing looking emails claiming to be from
Amazon. The spoofed emails from “service@amazon.co.uk” claim
recipients have made an order online and mimic an automatic
customer email notification.

The scam emails claim that recipients have ordered an expensive
vintage chandelier, Bose stereos, iPhones and luxury watches.

The emails cleverly state that if recipients haven’t authorised the
transaction they can click on the Help Centre link to receive a full
refund. This link leads to an authentic-looking website, which asks
victims to confirm their name, address, and bank card information,
opening the way to extensive fraud and theft.

Amazon says that suspicious e-mails will often contain:
� Links to websites that look like Amazon.co.uk, but aren't

Amazon.co.uk.
� Attachments or prompts to install software on your

computer that will then facilitate the theft of personal
details.

� Typos or grammatical errors.
� Forged (or spoofed) e-mail addresses to make it look like the

e-mail is coming from Amazon.co.uk.
 Amazon will never ask for personal information to be supplied

by e-mail.
You can read more about identifying suspicious emails claiming

to be from Amazon by visiting:
This shortcode: https://goo.gl/rCc9n5

� Or Google “About Identifying Whether an E-mail is from
Amazon”, which brings up a link to the correct page at
Amazon.co.uk

Continued on Page 6…

BUILDING AND LANDSCAPING
35 Canford View Drive, Colehill, Wimborne BH21 2UW
Tel. 01202889133  Fax. 01202 882239  Mobile: 07786 433751
Email. richard@pinehill.co.uk  Web. www.pinehill.co.uk

PINEHILL

ALTERATIONS & EXTENSIONS
KITCHEN & BATHROOM REFURBISHMENT

ALTERATIONS & EXTENSIONS
•Fencing •Patios •Decking

All  work  undertaken  by  experienced  craftsmen

FULL PROJECT MANAGEMENT
FROM DESIGN TO COMPLETION
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Twitter websites. “We have
over 500 followers on Face-
book and many on Twitter.
They’re really effective, espe-
cially in telling people about
current incidents, asking the
public to be alert for specific
information.”

How does Neighbourhood
Watch fit into this? Cheryl has
no doubts about the key role of
NHW in the community. “We
work together,” she says, “and
our job is to create a knowl-
edgeable and supportive community, whether it is with old-
fashioned foot patrolling, or with internet based approaches.
By working together and sharing information, we help to
prevent crime and anti-social behaviour.”

The NPT is currently seeking to extend its coverage to
Ferndown Industrial Estate. The team is using the residential
NHW model to form a ‘Business Watch’ community. It should
prove to be a success with the many vulnerable properties on
the estate.

Talking about prevalent crimes, Cheryl identifies rogue
traders and shed burglaries.

“Always lock the shed! And never accept work from ‘trades-
men’ knocking on your door,” she says. “If it’s an unsolicited
phone call, just put the phone down and end the call. Remem-
ber, offers of low prices are false – don’t believe them.”

 She makes a special plea for neighbours to help each other.
“One can generally spot these suspicious ‘workmen’, but even
if you are just worried about a vulnerable neighbour being
scammed, please contact the police at the time, not long after
the event. Use 101 or email, or use our Facebook page.”

www.facebook.com/Ferndown-Central
-Neighbourhood-Policing-Team

Looking �or Garage Door Advice?
call Mark Andrews……

01202 877223 or 07801 398101
your local garage door man….

30 Years Experience ~ Garador, Hormann trained

NO FIX : NO FEE &  NO CALL OUT CHARGE
FREE site survey and advice

2 year guarantee ~ fixed fee affordable repairs
Doortechnique…. For all your garage door needs

217 New Road, West Parley, BH22 8EF
w w w . d o o r t e c h n i q u e . c o m

The Watch Interview

Police Community Support Officer
Cheryl Belfield

Ferndown Neighbourhood Police Team (NPT)
With over five years ‘on the local beat’, PCSO Cheryl Belfield
is the longest-serving member of the Ferndown Neighbour
Hood Police Team. Born and bred in West Moors and with
time at Ferndown Upper School, she has the benefit of exten-
sive local knowledge and an instinctive understanding of the
needs of the team. Cheryl is currently one of two PCSOs
working alongside PC Steve Knight.

“We were delighted to welcome PCSO Kate Hann to our
team a few weeks ago to fill a long-standing gap,” she says, “and
there is a possibility of a third PCSO joining us in the Autumn.”

Police and PCSO students, now based for training at the
Ameysford police site, are often tasked for patrol training in
Ferndown; another informal benefit to the town.

Cheryl joined the Police Service as a PCSO in 2001, initially
as a call handler before becoming a custody officer at Bourne-
mouth and Poole police stations. She moved to the Ferndown
NPT in 2012, to a role that makes best use of her relatively long
service and local knowledge.

The NPT job requires close contact with the public. PCSOs
spend much of their time on foot patrol and are a visible,
anti-crime presence in our community. The Ferndown team
now operates from an office in the Barrington Centre, at the
heart of the town.

“We do most patrolling in Ferndown town,” says Cheryl,
“where we are seen to be a part of the community. It means
that people are happy to chat and to approach us with questions
or worries about anti-social behaviour or crime. We are often
able to intervene early to stop minor problems getting worse.”

Cheryl also takes the lead in maintaining effective internet
communication with the public through regular input to the
Dorset Alert website and on the Ferndown NPT Facebook and
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How to Report Fraud to Trading Standards
Many articles published in the Community Newsletter call on the
public to “Report it to Trading Standards”. That’s fine, but how to
do it and in what circumstances? Here’s how and why:

You should report a company to Trading Standards if, for
example:
� they misled you into buying their products or services
� they sold you unsafe or dangerous items
� they didn’t carry out the work properly, for example, their

work left your home in a dangerous state
� they sold you fake or counterfeit items
� they pressured you to buy something you didn’t want to buy
� they sold you a car that wasn't 'roadworthy' (it would cause

danger if it was on the road)

How to Make a Report
Call the Citizens Advice Consumer Helpline and tell them you

want to report a trader to Trading Standards. The Helpline will
assess your problem and pass it on to Trading Standards if it's
within their remit.

Citizens Advice consumer helpline:  03454 04 05 06
(Monday to Friday, 9am to 5pm)

What Trading Standards Do
Trading Standards will decide whether to investigate your

problem. If they do, they might contact you for more information
and evidence. Depending on what they find out, they might take
action to stop the trader from acting unfairly. For example they
might educate the trader about the law or take legal action against
them to stop them from trading completely.

Even if Trading Standards don’t contact you, they might use your
evidence to take action in the future.
Use the Online Form

You can also contact the consumer service online. Go to:
www.citizensadvice.org.uk/consumer/get-more-help/if-you-

need-more-help-about-a-consumer-issue

Amendments to the Ferndown & West Parley Traders’ List (Issued December 2016)
Delete:
� Holly Hedge Nursery, Three Legged Cross (no longer trading) [Find on Pg3 of Traders’ List under ‘Membership Discounts’]
� Odd Jobs & Bobs, Oakhampton [Find on Pg 2 of Traders’ List under ‘Odd Jobs’]

Correction:
S O Taxi - R Griffiths: Change phone number from 01202 855429 to 01202 855428.

New Entries: As shown below:
Steve Lomas 32 Cotswold Close, Verwood, BH31 6UJ 01202 829685

07966770166
Tree care & hedging

Quick Skips
Hillier Recycling Ltd

7 Whittle Rd, Ferndown Industrial Estate,
Ferndown BH21 7RJ
sales@quickskips.co.uk

01202 77666
07894670490

Skips for private & commercial users, Grab lorries
& a man with a van service. £10 off with code
SKIP2017

Riseborough Interiors,
James

35A Woolsbridge Road, St Leonards.
BH24 2LS

01425 473674
07775710488

Design, supply & fit bathrooms, kitchens, general
plumbing & central heating.

Matrix Services Ltd
John Bowles

10 Whittle Road, Ferndown Ind Estate
Ferndown BH21 7RU

01202 897887 Servicing & repairs of computers, printers and
copiers

There must be an easier way?

HARD WATER RUINS HOMES
Stains Bathrooms, Blocks Pipes, Damages Appliances

ä Independent advice �rom a local company

ä Book a Free survey today to see what we can do

ä Restore a sparkle to your home and to save money

water softenerswater softeners
01202-375565

Salt

Service

Repairs
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Christine Green & Jon Green

Private & Commercial Maintenance

Landscaping, Turfing

Patio, block paving & fencing etc

All aggregates and turf delivered

38 Benbow Cres, Wallisdown BH12 5AJ
Tel 01202 537138 / 07876 212165

…Continued from Page 3
Lloyds Bank – Lookout for a New Sophisticated Fraud

Some convincing-looking letters are being sent to Lloyds Bank
customers. The letters use the familiar Bank’s template, including
their logo, address and signature from a customer service repre-
sentative.

The letter tells recipients that there have been some “unusual
transactions on their personal account” and asks them to call a
number (highlighted in bold on the letter) to confirm the transac-
tions are are genuine or not.

When victims call the number, an automated message asks the
caller to enter their bank card number, account number and bank
sort code followed by their date of birth.

Victims are then instructed to enter the first and last digit of
their security number… opening the way for theft, fraud and
further deception, limited only by the size of the victim’s bank
balance.

The fraud was spotted by The Daily Telegraph who were alerted
to it by a reader who had received three identical letters, sent to
an office address.

On separate occasions The Daily Telegraph called the phone
number given in the letters and using false details. The investiga-
tors were passed to handlers who claimed to be from a Lloyds
contact centre.

Lloyds Bank has confirmed that the phone number and letters
are fake.

The letters are essentially a sophisticated phishing attempt. They
serve as a warning to customers to question the authenticity of
correspondence from their banks.

OK, but HOW?
Banks don’t send letters asking their customers to telephone,

and to give away personal details. If there are “unusual transactions
on your personal account”, the bank will always telephone you.
You can then call back on the genuine Customer Service number
given on your bank card and bank statements.

To report a fraud and cyber crime, call:
Police Action Fraud on 0300 123 2040

Barclays Bank – Advice on Avoiding Scams
The information from Lloyds Bank is helpful, as is advice and
practical help from other banks, as in this example of advice from
Barclays Bank  (your own bank will offer similar support):

Phone Scams
Someone calls pretending to be someone else, such as the police

or your bank. They hope to trick you into revealing personal
details, withdrawing money or transferring money to a fake
account.

Always stay alert when someone you don’t know calls you – no
matter who they claim to be or what number is showing on the
caller display.

If in doubt, call back on a phone number that you know is
official. You can usually find this on the company’s website or on
your statement or bills.
� If you get an automated call from a fraud-detection service,

use our telephone number checker to check the number
you’ve been asked to call is genuine:

� If you run a business, look out for fraudsters impersonating
your customers or suppliers. They may ask you to make a
payment or change payment details. If you’re suspicious,
call them back on a number you’re sure is genuine

� Never share your PIN, passwords or other confidential
information with someone who calls you – if someone does
ask for this information, end the call straightaway

Find this web page at:
http://www.barclays.co.uk/telephone-number-checker)

C. FENEGAN

PROPERTY MAINTENANCE
& HANDYMAN SERVICES

Free Quotations – No Obligation

Hard-working, Reliable & Honest

Please call 07891  776520 (Mobile)

Based in Ferndown & West Moors
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M.Y. HEATING
Installation & Service of gas appliances,
boilers, cookers, gas fires, warm air units

and plumbing
No call out charges & Free estimates
64, Locksley Drive, Ferndown BH22 8JZ

Tel: 01202 877237
Mob: 07710 409586

Speak to Ray or Kelvin

Gas Safe Register No. 150213 & Warm Air registered
NIC EIC Unvented registered

OMPLETE
ONSTRUCTION

Completed construction at the right price, high quality friendly service

New Builds, Extensions, Alterations, Renovations
Refurbishments, Kitchens, Bathrooms

Loft Conversions, Driveways, Landscaping
Domestic and Commercial Maintenance

Call today to arrange a No Obligation, Free Quotation

Office: 01202 830 474
Mobile: 07912 757 192

Or visit our website for a full company profile
www.completeconstructiondorset.co.uk

� Never enter your PIN into a telephone – it won’t be kept
secret from the caller.

Treat all unsolicited calls with caution. Remember, banks and
the police will never contact you to ask you to transfer money, buy
high value goods, or hand over cards or money.
Text Scam

A text message scam is when someone sends you a text asking
you to call a telephone number, click on a link or to send security
details. The message might appear to be from our bank or someone
you trust because fraudsters are able to spoof genuine telephone
numbers to hide the true identity of the sender.
� If you’re unsure, get in touch with us using the number on

the back of your card.
� If you get an automated text from a fraud-detection service,

use our telephone number checker to check if the number
you’ve been asked to call is genuine

� Never share personal or security information on a website
you’ve been sent by text

� We’ll never text you asking you to confirm your account or
security details

� We’ll never text you a link that goes straight to the Online
Banking log-in page

Email Scam
An email scam is an unsolicited or trick email designed to make

you hand over money or reveal personal details.
Stay vigilant when emailing – especially if you’re sending people

personal details or organising financial transactions.
� Never share personal or security information via email, web

chat or on a website that’s been sent to you via email. We’ll
never email you a link that goes straight to the Online
Banking log-in page

� Act with care when clicking links or downloading attach-
ments from unsolicited emails

� Check a website is secure before you enter any account or
card details. Look for the `https' at the start of the web
address and the padlock or unbroken key icon next to the
address bar

� Keep your internet security software up to date, and run
regular scans and system updates.

� If you’re sending money using an account number someone
has sent you by email, call them to double check it’s correct
and hasn’t been intercepted

� Don’t open suspicious or unknown emails, email attach-
ments, texts or pop up messages – just delete it!
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Your Sector Coordinator
1  Monica King
2  Chris Wilkinson
3  Mike Bracey
4  Ray Willis
5  Douglas Lock
6  Elaine Fishlock
7  Will Pyke
8  David Ayres
9  Wendy Hammett
10 John Cullen
11 Sharon Moffatt
12 Christine Coleman
13 Linda Voisey

…and each sector has Street Contacts

NHW Appointments
Chairman:

David Ayres  07796-546904
Deputy Chairman:

Mike Bracey
Secretary:

Glen Schollar
Treasurers:

Douglas Lock
Editor, Community Newsletter:

Tom Blyth  01202-989975
New Members:

Wendy Hammett
Membership Records:

Nikki Hamp

South Ferndown & West Parley
Neighbourhood Watch: Sector Map


